
Project inform Information
Security of scope for potential

new PMI contract

Information Security reviews
scope to establish

classification of contract

Tender package to be
maximum of RESTRICTED

hard copy only

What
classification is tender

package?

Redact documents down
to maximum of
RESTRICTED

Confidential
or higher

Contract is tendered and
awarded via CTM with no

default security
intervention

Commercial

Purchasing issue RFQ
stating classification of full

tender and subsequent
contract. (Only

Commercial information
sent at this stage)

RESTRICTED

Company registers
interest in tendering
having understood

security implications for
tender and contract

Company / location
returns Questionnaire and

signed Declaration to
Contract Security with

supporting information for
each location to work on

contract

Company forwards
Questionnaire and
Declaration to any

partners, consortium
members, sub-contractors
etc. who may need access

to RESTRICTED PMI.

Contract Security evaluate
returned Declarations and
supporting information for
hard copy RESTRICTED

only for each location.

Does
company / location meet

minimum standards for hard
copy RESTRICTED ?

Provide feed back and
ask company to re-

submit following
changes.

No

Has
location

previously been approved
for RESTRICTED

tenders stage
only?

Company / location
returns Section 1 of

questionnaire. Quoting
TAC number

Has
location previously

passed an SL audit for hard
copy RESTRICTED?

Company / location
returns Section 1 of

questionnaire. Quoting
PSEC number

RFQ to include:-
Security in the Supply
Chain - Supplementary
Information.doc
Security and the Supply
Chain - Process
Instructions.doc
Tender Security
Questionnaire and
Declaration.doc

Does
location claim to
be List X / N ?

CS authenticate
PSEC status
(Valid 3 years
conditional)

CS authenticate
TAC status

(Valid 12 month
conditional)

CS authorises location for
Hard copy RESTRICTED
for tender purposes only.

Issues Tender
Authorisation Certificate

(TAC), valid for 12 months
(conditional)

CS confirm status of
each location to

Contracting Officer

Location is confirmed
as suitable for Hard
Copy RESTRICTED

CS produce Tender Security
Aspects Letter. CO submit to

each company. Other than
Commercial tenders /

contracts.

SAL to inform how to avoid
inadvertent production of PMI at

Tender stage and which locations
supporting their bid can handle

RESTRICTED PMI

Companies sign &
return SAL to

Contracting Officer.

On receipt of signed SAL
RESTRICTED package

can be posted to the
approved location.

Copy of SAL to Contract
Security.

Supporting information to
include:-

Security Policy
Security Procedures
Relevant IT
accreditations

Does
location continually

fail minimum
standards?

No

A YES

A

No

No

No

Yes

Yes

Yes

Can CS
authenticate

status through
MOD

/ OCNS?

Yes

Yes

Ask company to
re-submit full

questionnaire.
No

Company / location
returns Sections 1
of questionnaire
stating List X / N

If contract requires
electronic handling of

PMI also complete
Section 4 for

evaluation prior to
contract

If contract requires
electronic handling of

PMI also complete
Section 4 for

evaluation prior to
contract

If contract requires
electronic handling of

PMI also complete
Section 4 for

evaluation prior to
contract

Will
contract be

RESTRICTED
?

Yes

No

Procurement Security - TENDER Stage Process (Issue 1)

If necessary extract
CONFIDENTIAL for future
invited in house viewings

follow process B

B2
SAL produced as below but to

include invited viewings of
CONFIDENTIAL.

B3
Ask companies for
names and vetting

status for Confidential
viewing.

Verify vetting. Invite
named individuals, check

ID prior to Confidential
viewing.

B1
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